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to guide personal purchases, and not for buying government merchandise.
14 From its inception in 2009 until its shut down in 2012, the General Services Administration did not realize how its apps.gov center was counterproductive. This example highlights how the US Army must remember its particular mission does not always find comparability in the federal sector when operating in the digital realm.
In addition to the smartphones commercial popularity and the US Army's desire to utilize the smartphone trend, the smartphone must show it can augment core US Army capabilities. The 2011 US Army's Strategic Planning Guidance states it will retain a technological edge by aligning new product delivery. 15 In response, the US Army sought ways that the handheld device market could augment its operational efficiency. In effect, the US Army has established an app marketplace, providing a basic, yet not popular capability.
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The Army app marketplace is currently an empty distribution capability pipeline.
Investigating existing smartphone apps with US Army needs in mind indicated that Army requirements could be met through the adoption of smartphone technology.
Examination of Army doctrinal releases reveal how US Army doctrine aligns with marketplace studies. Comparing marketplace studies with US Army doctrine helped to determine if military exploitation is feasible. One study found the most common uses for handheld devices are the internet, social media, listening to music, playing games, making phone calls, email messaging and texting. 17 Conversely, the US Army states the two core competencies it must accomplish are, combined arms maneuver and wide area security. 18 The US Army sub-divides the two core competencies into seven enabling competencies. Thus, the core US Army Competencies can be compared with the most common smartphone uses and if the common smartphone uses meet the Army's needs then smartphones potentially offer strategic benefit to the military. merits, yet security requirements receive much more attention than the data centers, which enable the military cyber domain.
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SECURITY
The US Army makes extensive use of computers. All computers, hardware and software must satisfy security requirements before gaining access to the military domain. The CIA triad (confidentiality, integrity and availability) is one of the core principles of information security.
The CIA triad is often referred to as the security triad. The security triad provides concepts that military and commercial programmers and managers must consider when developing hardware and software applications for sale to the US Army. The first element of the security triad is confidentiality. Confidentiality is the ability to prevent the unauthorized disclosure of information. The second security triad concept is integrity. Here, integrity means that the device possesses the ability to operate independently. The third concept in the security triad is accessibility. A handheld device is accessible when it can connect to data centers, or other devices. The greatest asset of the handheld device is its accessibility.
The handheld device is ubiquitous in the civilian sector because of its ability to access Server. The Entelligence Messaging Server is the most recent development in the evolution of the public-key infrastructure. 25 The Entelligence Messaging Server offers the Department of Energy the ability to utilize public-key-infrastructure to encrypt and sign messages with their servers rather than at the user-device level. This is useful, as it would solve the US Army's challenge in providing security at the user level by allowing encryption to take place with the email server.
However, the Entelligence Messaging Server offers only limited security benefits, because it only helps to secure email from malicious attacks. Assets to Restrict Adversarial Reconnaissance technology, the network address would appear to an intruder as if it were on a windows operating system, when it has actually moved to another system, such as a Linux-based architecture. Although Morphing Network Assets to Restrict Adversarial Reconnaissance will not solve the US Army's network intruder threats, the Communications-Electronics Research, Development and Engineering Center expects it will offer significant security benefit to the military network. Morphing is advantageous because stationary addressing is more vulnerable to attack. It is a particular problem with handhelds because they are more numerous, they are not kept in fixed secure locations, and there signals are in the open. The Morphing Network Assets to Restrict Adversarial Reconnaissance will go into service in 2014, after a two-year delay in contract delivery.
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The concepts of the security triad also cause delays. The security triad concepts were rendered into the Certificate of Networthiness. The Certificate of Networthiness is the standard that must be satisfied in order to gain access to any Department of Defense information network.
The Department of Defense defines Networthiness as:
"the result of an operational assessment of IT to verify compliance with security, interoperability, supportability, sustainability, and usability regulations; guidelines, and policies as issued by 
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Sister federal agencies such as the Department of Veterans Affairs do not rely on Department of Defense acquisitions processes. The Department of Veterans Affairs has found an internal solution for mitigating the problem created by rapid commercial technology development. The Department of Veterans Affairs solution does not focus on any one operating system, such as the Apple Corporation's internet operating system. The solution is to install a specific management system, "on every device we own that boots -laptops, tablets and smartphones." The US Army has also determined it will not rely on any single handheld software architecture.
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The US Army is not the only Department of Defense agency constrained by acquisitions requirements. Department of Defense purchase requirements also restrict defense contractors. The US Army requires a reliable supply chain. Supply chains create expensive requirements for defense contractors to satisfy. Furthermore, many manufacturers cannot maintain low prices when they ruggedize their product. In short, equipment ruggedization creates high priced products the US Army cannot afford to buy in large numbers. Many contractors prefer to develop equipment that can service commercial and military buyers. For instance, Gretchen Alper advises potential defense contractors: "commercial off the shelf products are a good solution for lower costs and quick design but are not always the most logical solution when any particular requirements are needed. Specialized companies who can ruggedize existing commercial off the shelf products and guarantee long-term delivery or who can supply military-grade commercial off the shelf products (sometimes referred to as Military Off-the-Shelf) may be better option (sic) to obtain the latest technology with a lower cost of ownership and risk". processes to adapt to commercial purchasing realities.
As commercial off the shelf systems, smartphones have a supporting reliable repair and upgrade infrastructure. Field tested smartphones currently rely on theater-repair when in battle simulation conditions. Theater-repair provides for the quick return of equipment by using components that are modular and easily accessible. Despite the introduction of the Agile Process, many still hold that the current acquisition architecture is ill suited for purchase of commercial off the shelf products, such as handheld technology. In a report partially sponsored by the Naval Post-graduate School, Jacques S. Gansler and William Lucyshyn state:
In the twenty-first century, the United States will likely encounter a wide-range of threats, such as those posed by terrorists, rogue states and other non-state actors-all of whom are taking full advantage of globally available, high-tech commercial systems 51 Wong, "Army It Goes Agile," 22.
(e.g., from night vision devices, through secure cell phones, to satellite photos). At the same time, technology is changing more rapidly than ever before, and the Department of Defense must learn to embrace the fact that it no longer holds a monopoly on all militaryrelevant technology (many of the information-intensive innovations result from commercial activities). network. The WIN-T Increment-2 network will allow US Army brigades to operate on their own secure network. Secure handheld devices will significantly augment the commanders' situational awareness. Smartphone technologies are useful in satisfying the Army's core mission requirements. The smartphones ability to help US Army leaders make timely and informed decisions is perhaps the greatest benefit smartphones offer. The ability to augment the missioncommand competency of the US Army is significant and valuable.
Securing smartphone communications has been a significant challenge. It has been difficult for handheld devices to meet the requirement for confidentiality while also maintaining accessibility. Many of the procedures used to ensure security for fixed networks are not easily implemented using handheld devices. Thus, when security is increased, there is a decline in accessibility. However, new approaches to securing handheld devices have been devised. Brigade level mobile access networks have emplaced new security protocols and have undergone testing, evaluation and improvement cycles to push through obstacles inherent in security and 33 accessibility nodes. The US Army has also decreased security threats to email by moving user access permissions to centralized network enterprise centers. off the shelf handheld devices can help the US Army achieve mission requirements while costing 10% less than the price of a ruggedized device.
The US Army finds that the information technology acquisitions process typically takes three to five years. Nevertheless, through the Network Integration Evaluations, the US Army is striving to complete the information technology acquisitions process in less than six months.
Notable changes to the acquisitions process have developed throughout the Army ever since the Network Integrations Evaluations began. The newest process, named the Agile Process, strives to involve the commercial producer during the development of the US Army's needs statement and, thereby, speed the development of equipment that is secure and ready for testing in New Mexico.
The Agile Process' suggests the US Army's solution to adopting smartphone technology lies in developing products that satisfy tactical needs and security requirements while the acquisitions community sheds unrelated purchasing constraints. The Department of Defense needs to change its methods in order to adapt to the current market environment.
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In conclusion, the US Army has not deployed modern handheld technology into field operations. However, the US Army has sought to use technology popularized in the civilian sector. The reasons for the US Army's delay in adopting handheld devices are now clear.
Although the operational benefits realized through handheld technology are significant, security requirements and an aging acquisitions process have delayed the US Army's adoption of handheld technologies. Soon the handheld device will meet security requirements. Once acquisitions policy has been reformed to accommodate handheld devices, those devices will propel the US Army further into the digital era through enhanced mission command capabilities.
